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E-Voting System

Chapter 1

Introduction

Voting is one of the most crucial ways that allow individuals to participate in
governmental decision-making. It is a method that allows electorates lo actively
participate in decision making or express their opinion. In a2 democracy, a government is
chosen by voting in elections. By voling in elections people have the right to choose their
representatives, be it a local official or the prime minister of a country. Paper-based and
machine voting techniques are the traditional voting methods. Electronic Voting
Machines (EVMs) are being used in Indian General and State Elections from 1999 to till
date. EVMSs have replaced paper ballots in few election categories, but there are still a
number of scenarios in our everyday life where traditional voting practices like paper
ballots are still in use. Voting in these typical scenarios can be conducted by online
mobile app based voting system. For inslance, in many colleges, student council
elections, departmental council elections, staff association elections, hostel elections are
done with the help of paper ballots. The process of electing office bearers in RWA
elections, club elections or professional body elections are still being carried out with the
help of traditional paper ballot procedure.

The method of using paper ballots is often more cumbersome, time-consuming and prone
to human biases. There are a number of factors like going to polling stations, long
waiting queues, bad weather conditions, traffic etc. make traditional elections difficult for
voters as well as for the election officials. These factors ofien result in decrease of voters'’
participation in the election process. .

Online e-Voting is a critical step for the evolution of democracy. It is an ideal means for
elections of associations, councils, ciubs, trade unions, educational institutions and other
organizations elc. Our goal is to develop a mobile-based app that allows users to vote
online via mobile phones. In this project, a mobile app is developed with an aim to
improve the voting procedure and make it more efficient. This app provides a novel
method of casting votes and managing elections thus helps in reducing time, cost and
human effort.

Qur application is developed for college students to cast their votes anytime and from
anywhere using android devices. The aim of this app is to provide convenience to voters
as well as election officers who monitor the voting process. The app gives election results
accurately and instantaneously. The proper execution of democratic rights has become

linked to the availability and reliable functioning of advanced information and

Late G.N. Sapkal College of Engineering, Nashik-
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E-Voting System

communication technology (ICT). While modern societies lully rely on ICT for business,
work and leisure time activities, the use of ICT for democratic decision making is still in
its infancy. In fact, the out date technological concepis for voting has been blamed in part
for lost and uncounted votes and could thercfore be responsible for biased political
decisions making. Countries all over the world are examining e-voting, for it has some
striking advantages over traditional paper voting, including security for casting votes,
accuracy of counting and analysing votes, options to conduct voting in a centralized and
decentralized manner, eic. The reasons why the e-voting technology has not matured to
equivalent levels as known for business and leisure time activities lies mostly in an
inherent lack of trust and fear of electronic threats. While most countries are still
conceptualizing or testing e voling systems, three cantons in Switzerland have pioneered
the development of e-voting to its full technological maturity. The world is always in
improvement and growth in technology, that's why we should go parallel with it, to be
able as much as we can get benefit from these improvements. The advanced e-voting
technique makes use of main two phases- the registration and login phase. During the
registration phase the user need to provide required information and can get a secured
password in order to login the application for voting. In the second phase using the user-
id and password provided the user can login and can cast the vote from home or office or
anywhere securely. The voles are properly encrypted so that any third person cannot able
to find voting information of any others. The whole operation is managed by an
administrator. The admin can monitor the process and finally announces the result soon
after voting session is completed. Even the vote counts are stored in the encrypted form
while getting stored in the database maintained and managed by administrator. Hence the
overall voting process will be safe and secure.

The current system which is present now is a machine and paper based voting system

which needs much man power and requires lot of resources.

Late G.N. Sapkal College of Engineering, Nashik- 3
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E-Voting System

1.1 Problem Statement

The present voting system application in the electoral system has Proved inefficient
as the voters’ Registration process is slow, the manual collation of results takes time and
gives room for result manipulation also the inaccessible nature of election venues which
includes the long distance to be covered by the voters’ to their registered location increases
voters’ apathy towards the election processes, and finally the issues of ballot box snatching
and damage and other election violence and issues associated with the traditional ballot paper
voting all defiles the purpose of voting in election process as a formal process of expressing

individual opinions for or against some motion.

1.2 Motivation

Nowadays, there are tons of things we do online, from shopping to doing any kind of
official arrangement and you may think, why not voting online too? Whether you are part of a
small, medium or large organization, you may have thought at some point about the reasons
to choose online voting and how it could benefit your entity. Test our capability and increase
our Knowledge. Our main motivation factor was to test our logic building skill when face
with a complex implementation like a e-voting which requires constant user input.

1.3 Objectives

1. A detailed study of the election processes as it pertains to voting.

2. Design and develop software platforms for voter registration, clection voting, real-
time election results collation and monitoring and mostly for voters remote access to
elections.

3. Design and develop an elecironic device that incorporates smart card reader and
fingerprints technology for voters accreditation, authentication and verification.

4. Design and develop an administration dashboard for the election administrators

5. Run simulations and compare the results of the designed e-voting system and other
voting systems.

Late G.N. Sapkal College of Engineering, Nashik-
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1.4 Advantages And Disadvantages

Advantages
3 this system will reduce illegal activities held during election.
» this Saves time of the voting procedure

> it reduces the expenses of the election at a great extent.

E-Voting System

> this system will provide security for every voter about his/her vote confidentiality.

> this system will act as a trustful platform.

Disadvantages
> Risk related to security (computer viruses/hacker)
¥ Problems with access to the Internet in rural Area
» Threat of disintegration of social capital or civic life
>

Not everyone can afford fast Internet access

Late G.N. Sapkal College of Engineering, Nashik-
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E-Voting System

Chapter 2

Software and Hardware requirements

e Hardware Requirement for Development of Project:
Processor : Intel CORE i3
RAM : 4GB
Hard Disk : 64GB

Software Requirement for Development of Project:

Operating System: Microsolt Windows-7.
Software Package: SDK and Android, Studio, XML, MySQL, PHP.

e PHP- Hypertext Preprocessor PHP is a widely-used, open source scripting language.
PHP scripts are executed on the server.

o MySQL- MySQL is an open source relational database management system.
For Word Press sites, that means it helps you store all your blog posts, users,
plug in information, etc. It stores that information in separate “tables” and

connects it with “keys”, which is why it's relational

Late G.N. Sapkal College of Engineering, Nashik-
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E-Voting System

Chapter 3

Methodology / Proposed system block diagram

3.1 Existing System:

Technological revolutions in computer and communication are enabling the
deployment of mobile communication, based on handheld computing devices and
wireless networking. Connection capabilities are manifold, and performances of new
generation machinery become better and better in terms of compuling power and
memory size. Their software is able to offer elaborate and complex services, and maobile
systems may be exploited for novel applications spread out in a variety of directions. In
the past few years the IT industry has witnessed exponential rise of mobile based and
web-based software’s. Such software’s are in demand because they are next to flexible
step data access and networking, anytime and anywhere. With operations becoming
mobile based one does not have to carry around or depend on PC intemnet access to
perform routine jobs and access online documents and meetings. With the appearance of
cell phones with programmable platform, it is possible the development of application for
worldwide popular participation, by the digital vote using mobile phones. The voting
process by cell phones gives some decision power to the students, which can actuate
directly on decisions of their concerns. The main objective of the system is to develop a
web based and android based application to help students to vole for the desired
candidates and choose their college representatives in a very easy and efficient manner.
The project is implemented to aliow each and every student to actively participate in the
college election process irrespective of the place. Administrator will register all the
students with their permanent registration no. and roll nos. It will be the task of the admin
to register the candidates. The student will login through the permanent registration
number and password. On the date of election, the students can vote for the desired
candidates through the application. Students not having android phones can vote through
the web application. Result evaluation wili take place on the server side and will be
posted. The most important benefit of our application over other voling applications is

the use of the latest technologies which makes it faster and easy 1o use.

Late G.N. Sapkal College of Engineering, Nashik-
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E-Voting System

3.2 Proposed System:

EVMs have replaced paper ballots in few election categories, but there are still a
number of scenarios in our everyday life where traditional voting practices like paper
ballots are still in use. Voting in these typical scenarios can be conducted by online
mobile app based voting system. For instance, in many colleges, student council
elections, departmental council elections, staff association elections, hostel eleclions are
done with the help of paper ballots. The process of electing office bearers in RWA
elections, club elections or professional body elections are still being carried out with the
help of traditional paper ballot procedure,

The method of using paper ballots is often more cumbersome, time-consuming
and prone to human biases. There are a number of factors like going to polling stations,
long waiting queues, bad weather conditions, traffic etc. make traditional elections
difficult for voters as well as for the election officials. These factors often result in
decrease of voters® participation in the election process.

Online e-Voting is a critical step for the evolution of democracy. It is an ideal
means for elections of associations, councils, clubs, trade unions, educational institutions
and other organizations etc. Our goal is to develop a mobile-based app that allows users
to vote online via mobile phones. The application can be installed in the android phones
and voting will be enabled by the administrator on the polling day. If there are different
stages of polling, then application will enable the user only on the polling day. The user
can enler into the application by giving his voter id/Aadhar number (unique number) and
a secret password which is provided to the user. As soon as the user enters into the
application he selects his constituency and his booth number or place then the user can
cast his vote and logout from the application. The vote should be kept secret and it should
be available on the voling day in the counting center. To keep the vote secret an
encryption and a decryption algorithm is used. So as soon as the user casts his vote the

vote is encrypted so that it is secret and the same is encrypled on the polling day.

Late G.N. Sapkal College of Engineering, Nashik-
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Block Diagram:

A I

Enter detalls with Give Vote and
oTP 1 wiew History

Figure No 3.2: Block Diagram

Late G.N. Sapkal College of Engineering, Nashik-

E-Voling System

Database




0000 60 @ &

L 2R BN AN O

909000 0O 000 OO O

©

® 9

E-Voting System

Chapter 4

Implementation

Project Design

4.1 Design Concept:

This chapter gives a detailed outline of the software development methodology used
in this project following up the various existing software development methodology. The
strength and weaknesses of the chosen methodology have been outlined. Further, the
functional and non-functional requirements of the system are explained in detail and the
use cases which are alist of sleps, typically defining interactions between a role and
system, to achieve a goal. Class diagrams have been given to show detailed data
modelling of the system which will be translated into code.

o It allows for development of high-risk or major functions first

¢ Each release delivers an operational product

e Customer can respond to cach build

e Uses “divide and conquer” breakdown of tasks

e Lowers initial delivery cost

¢ Initial product delivery is faster

e  Customers get important functionality early

e Risk of changing requirements is reduced

Late G.N. Sapkal Cellege of Engincering, Nashik-
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4.1.1 System Architecture:

Intant Messaging System Monltoring System
| Clicnt with Instant Messages I
SWES Nlogrithm
i Web Anolcation Server |l

ﬂ

i

Figure No 4.1.1: System Aichitecture

4.2 Data Flow Diagram
DFD Diagram:

In the design phase the architecture is established. This phase starts with the
requirement document delivered by the requirement phase and maps the requirements
into architecture. The architecture defines the components, their interfaces and
behaviours. The deliverable design document is the architecture.

The design document describes a plan to implement of the dataflow
diagram (level 0) shown in fig 4.2.1Level 0 includes overall functioning of system, A
data flow diagram at its simplest is a representation of a flow of the current system. A

data flow diagram shows the steps of all the execution of the data and the processes.

Late G.N. Sapkal College of Engineering, Nashik- ' 11
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Voting Management |y

College E-
Vating System

Users Management

Survey Mnanagement

Figure No 4.2.1: DFD level 0

E-Voting System

Election Management

\\" Result Management

I Add Survey
Admin Add Eleclion &

Results after Election |y, " Activaeas portime
SmdetCaaVorero |, [ ColkegeE- ) [ Adenin Add Elective |
Pariculir Cagclane t‘\i‘ﬁi"i’i}/’r | Contittes Deaits |

S "Id 'l“ s“' ﬁ”, p| Jrerap—"

X .
Elections Candidates
Survey Results
Figure No 4.2.2 DFD level 1

Late G.N. Sapkal College of Engineering, Nashik-
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4.3 Flow Chart:

E-Voting System

The systern flow diagram is a visual representation of all processed in sequential

order. The system flow chart diagram is a graphical representation of the relation

between all the major parts or step of the system. Flow chart diagram cannot include

minor parts of the system.

As you can see in following figure that after staring system admin or user can login into

system. If user logged into system then the one can browse candidate profile, can vole

and view history.If admin logged in, then first he/ she have to add user. Then the one can

start chat in system. Admin can manage candidate, voter, vote history.

Genemte an OTP and scnd 2t to the voter's E-
mail 1D

¥

Voter enters the OTP that hefshe has received
in the maonl

W

I Show list of Candidatcs |
W

I Vaoler casts his vote I

T

Encrypt the ballot with Pallier coyptosystem

v

| Blind ballots using RSA |

v

| Send 10 CFF ]

¥

Sign Blinded ballots using Blind signature
bazed on RSA and store to the database

~ W
| Uablind baitats using Blind signature hased an |
v
I Tally the votcs '
Figure No 4.3
Late G.N. Sapkal College of Engineering, Nashik- .
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Results
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Login and User-Home:
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Admin-Home and Election Section:
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Chapter 6
Challenges faced

Online voting in elections might seem like a logical step forward considering the many other
daily activities, like banking and shopping, that we complete online. However, voting online
does present unique challenges that usually don’t apply to other internet-based processes.
These challenges are related to a variety of factors, including the security required for online
voting, legal requirements and frameworks, public opinion

Security
Voter Verification and Privacy

Elections always require a high level of security in order to protect voter privacy and the
integrity of final results. Meeting the security needs of elections means that online voting
technology must overcome barriers that don’t apply to other online-based processes.

Election Verifiability

An online voting system must also be able to provide verification that it has successfully
maintained election integrity and that no manipulation had occurred during the voting or
tallying processes.

Late G.N. Sapkal College of Engineering, Nashik- 19
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Chapter 7

Conclusion and Future Scope
7.1 Conclusion

Physical presence is the biggest challenge of traditional booth based voting system as that
leads to stumpy voter turnout. Everyone should be allowed to vote despite of
geographical distances, work commitments, critical health concerns or adverse weather
conditions etc. Our application allows voters to vote directly from their Android enabled
smart phones without sacrificing their home comforts within few seconds. Thus it ensures
increased voting turnout %, improved over all security, reduces cost of conducting
elections, and reduces time and manpower needed to conduct elections. It proposed a real
time e-voting system based on android phones. The usability of this system is very high if
it will be vsed in real life election process. It will definitely helpful for the users who
wish to vote and the voting process will be made very easy by using this application.
Advantages of the proposed e-voting system: e-voting minimizes the risk of ambiguities
as the voter makes his choice by touching the screen. E-voting could also minimize the
need for recounts as everything is tabulated by the computer. Also the user can cast vote

without visiting the polling booth.

7.2 Future Scope

In future we will bring this app for both Industries and make it more secure for other use. In
future more complex algorithm can be used and make it complex for hacking and related
issues. It can be extended to more Security Using various level of Authentication and

Verification. More Security and Privacy Issues can be maintained by using various aspects.
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P 0O00 0000 O O O6 0 O

W VYOV VPO POPOPUO O OGS

L

9 9w

E-Voling System

Chapter 8

8.1 Bibliography

[1] Rogers, R., Lombardo, J., Mednicks, Z., & Meike , B. (2009). Android
application development: Progranming with the Google SDK. O'Reilly Media,
Inc..

[2] Bajaj, D., Yadav, A., Jain, B., Sharma, D., Tewari, D., Saxena, D., ... & Ray, P.
(2017, July). Android based nutritional intake tracking application for handheld
systems. In 2017 8th International Conference on Computing, Communication
and Networking Technologies (ICCCNT} (pp. 1-7). IEEE.

{3] Lane, K. (2015). Overview of the backend as a service {BaaS) space. AP/
Evangelist,

[4] GropengieBer, F., & Sattler, K. U. (2014). Database backend as a service:
Automatic generation, deployment, and management of database backends for
mobile applications. Datenbank-Spektrum, 14(2), 85-95.

(5] Zapata, B. C. (2013). Android studio application development. Packt Publishing
Lid,

(6] Studio, A. (2016). the official IDE for Android. Android Studio. URL:
hups://developer. android. com/studio/index. himl.

[7] Dr.Aree Ali Mohammed and Ramyar Adbolrahman Timour,Efficient E-voting
Android Based System, IJARCSSE, vol.3,Issue 11,2013

[8] A.S. Belenky and R.C. Larson, “To Queue or not to Queue?,” OR/MS 27,
October 2013, pp. 30-34,

[91 “An Electronic Polling Service to Support Public Awareness Using Web
Technologies”, Christos Bouras, Nikolaos Katris, Vassilis Triantafillou.
International Journal of Computer- Aided Technologies (IJCAx) Vol.4, No.1/2,
April 2017

[10] 9 “E-voting on Android System” paper (International Journal of
Emerging Technology and Advanced Engineering) prepared by : Kirti Autade,
Pallavi Ghadge, Sarika Kale ,Co-authors- Prof. N. J. Kulkamni, Prof. S. S.
Mujgond, February 2012,

Late G.N. Sapkal College of Engineering, Nashik- 21




VO VYOV OV IOUY YO YUY Y9 OOV OUOO O OODO O0PP O o 9o 0 0 9 1

E-Voting System

[11] “Electronic Voting,” Encyclopedia of Computers and Computer History,
prepared by Lorrie Faith Cranor and edited by Raul Rojas, published by Fitzroy
Dearborn, 2001.

[12] “Voting — What is, What Could be,” CaltechMIT Voting Technology
Project (VTP) Report, July 2001.

[13] Java Cryptography an e-book by Jonathan B. Knudsen, First edition
May 1998, ISBN:1-56592-402-9

8.2 Web References

Ittps:hvww. tntorialspoint.com/androidfindex. htm
https:fidevetaper.android.com/guide
https:/iwww.vogella.com/tutorials/android. htmi

W~

Late G.N. Sapkal College of Engineering, Nashik- 22




